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1 PURPOSE. This Department of Energy (DOE) Manua provides detailed requirements to
supplement DOE O 243.1, Records Management, and dated 02-03-06. Implementing the
requirements of this manua will:

a Ensure that dl DOE e ectronic records are managed in accordance with the Federa
Records Act [Public Law (P.L.) 81-574] ,

b. Fadlitate the implementation of the E-Government Act of and

C. Ensure electronic records are rdiable, authentic, tru and usable.

Rdliability means the electronic records can be trust ic means the records
are complete and acceptable as arecord; trustwol not been altered
after completion; and usability means eectroni ' retrieved by

those with a need for the information.

2. CANCELLATIONS. None.

3. APPLICABILITY.

a All Departmental Elements.
gopliesto dl depa : for acompletelist of dl
tal € ts). Thi Lia i gopliesto departmental elements

or the exclusonsin paragraph 3c, the Contractor

RD), Attachment 2, sets forth requirements to be applied to
eate, recaive, use, maintain, disseminate, and/or dispose of DOE

ion with the performance of DOE-funded tasks or activities.

ontractor Requirements Document, Attachment 2, sets forth requirements
isManud that will gpply to steffacility management contractors. Contractor
compliance with the CRD will be required to the extent set forth in a contract.

2 The CRD must be included in siteffacility management contracts that may
involve the receipt, creation, use, maintenance, dissemination and/or disposition
of DOE records.

3 The office identified in the respongbilities paragraph in DOE O 243.1, section
5.cisrespongble for notifying the contracting officer of which steffacility
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management contracts are affected. Once naotified, the contracting officer is
responsible for incorporating the CRD into the laws, regulations, and DOE
directives clause of each affected steffacility management contract.

4 Asthelaws, regulaions, and DOE directives clause of a steffacility
management contract states, regardless of the performer of the work, the
steffacility management contractor with the CRD incorporated into its contract
is responsible for compliance with the requirements ghthe CRD.

) An affected siteffacility management contract
the requirements of the CRD to subcontr
necessary to ensure the steffacility
the requirements.

espongble for flowing down
tier to the extent

organization of the Naval Nuclear Propuls
Naval Reactors will implement and oversee

Deputy Adminigtrator for
jrements and practices pertaining to

DATAHLE. Reated numeric, textud, or graphic information thet isorganized in a
srictly prescribed form and format.

ELECTRONIC INFORMATION SYSTEM. A system that contains and provides
access to computerized Federd records and other information.

ELECTRONIC MAIL SYSTEM. A computer application used to creste, receive, and
transmit messages and other documents. Excluded from this definition are file trandfer



DOE M XXX.X-X ii
DRAFT 08-28-06

utilities (software that tranamits files between users but does not retain any transmisson
data), systems used to collect and process data that have been organized into data files
or data bases on either persona computers or mainframe computers, files or data bases
on either persona computers or mainframe computers, and word processing documents
not transmitted on an e-mail system.

f. ELECTRONIC MAIL MESSAGE. A document created or received on an eectronic
mail system including brief notes, more formal or substantivemarrative documents, and
any atachments, such asword processing and other € ments, which may
be transmitted with the message.

s} ELECTRONIC RECORD. Any information t formthat only a
computer can process and that satisfies the @

h. ELECTRONIC RECORDS MANAGEMENT. Electronic recor ent is
using automated techniques to manale regords regardless of format or
Electronic records management is the broadestiteufythat refers to eectrénicaly
managing records on varied media (e.g., paper; oform, video, etc). Electronic
recordkeeping is a subset offielectronic records nmagagement becauise éectronic
recordkeeping focuses on el ettt managing rece

I. ELECTRONIC RECORDKE piC recordkeeping is the development of
anagettSelectronic records. These

automated progesses an agency Usesd
ICE support not only the preservation of an ectronic record's
text and structre over time.

J- papers, maps, photographs, machine-readable materials, or
materia ess of physica form or characteristics, made or

of the United States Government under Federa law or in

the transaction of public business and preserved or gppropriate for

at Ageney or its legitimate successor as evidence of the organization,

, decidons, procedures, operations, or other activities of the

ions for what to do with records (and nonrecord materials) no longer needed for
current Government business, with provison of authority for the find digoostion of
recurring or nonrecurring records. Also called records disposition schedule, records
retention schedule, records control schedule, or schedule,

l. TEXT DOCUMENTS. Narrative or tabular documents, such as letters,
memorandums, and reports in loosdy prescribed form and format.

m TRANSMISSION AND RECEIPT DATA.
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(@D} Trangmisson Data. Information in eectronic mail systems regarding the

identities of the sender and addressee(s), and the data and time messages were
sent.

2 Receipt Data. Information in dectronic mail systems regarding date and time of
receipt of amessage, and/or acknowledgement of receipt or access by

addresseg(s).
6. REFERENCES. |n addition to references cited in the Manud :

a DOE O 243.1, Records Management Program,

b. DOE O 243.2, Vital Records, dated 2-2-06

concerning this Manua should be addressed to the Office of the Chief
01-903-3455.

SAMUEL W. BODMAN
Secretary of Energy
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ATTACHMENT 1. DOE ORGANIZATIONS TO WHICH DOE M XXX.X-X ISAPPLICABLE....................
ATTACHMENT 2. CONTRACTOR REQUIREMENTS DOCUMENT .....iiiiiiiiin
CHAPTER|. RESPONSIBILITIES

1 Electronic sysem owners are responsible for:

a Ensuring the value of the system and its data has been eva and scheduled for

b. Coordinating the digpogtion of the system and it
Records Officia, Records Management Field Liaison Officer.

Capitd Planning and Investment
implementation of the system.

1 function(s) of the system; describe update cycles or conditions and
ormation to the system, changing information in it, or deleting

3. The Office of the Chief Information Officer is responsble for:

a Specifying the location, manner, and mediain which eectronic records will be
maintained to meet operationd and archiva requirements, and maintaining up-to-date
inventories of dectronic information systems to facilitate digpostion. Mantaning an up-
to-dateinventory of dl dectronic information systems [36 CFR 1234.10, (h)], and
making the inventory information available to the PRO’s on an annud basis. At a
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(1)

minimum, this inventory should contain the system name, system owner, and purpose of
the system.

Ensuring adequate training is provided for users of eectronic mall sysemson
recordkeeping requirements, the distinction between Federa records and nonrecord
materias, procedures for designating Federa records, and moving or copying records
for inclusion in an organization’ s recordkegping system. [36 CFR 1234.10 (e)]

ormance to established
iodic reviews required by

Reviewing eectronic information systems periodicaly
agency procedures, standards, and policies as part

reflect the current informational content [ e changes have

been made in the structure, design, mit an SF
115, Request for Records Digposti i
Manager. [36 CFR 1234.10 (m)].

nic records with other records and informeation
cy. [36 CFR 1234.10 (b)].

Egtablishing and disseminating e ectronic records management policies, objectives, and
guidance in accordance with regulatory requirements and NARA guidance.

Reviewing OMB Exhibit 300’ s to ensure the records/data are managed properly and
the records and system documentation have been appropropriately scheduled..
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Deveoping and securing NARA approva of records disposition schedules, and
ensuring implementation of their provisons. [36 CFR 1234.10 (i)]

6. Capitd Planning and Investment Control Program Manager

a

7. Systems Security Manager

a

Establishing procedures for addressing records management requirements, induding
recordkeeping requirements and disposition, before gpproving new eectronic systems
or enhancements to existing systems. [36 CFR 1234.10 (

Ensuring the OMB 300 process provides adequate i
Records Officer and the appropriate PRO, RME@;or R

with the Departmental

Spexifying the methods of impl
sengtive, proprietary, and Privacy Act r
CFR 1234.10 (d)]

used dectronrcaly. [36

Ensuring systems and their ion schedules before

certifying a system as operatio

10
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CHAPTER Il. GENERAL REQUIREMENTS

1. INTRODUCTION. Electronic records (ER), as defined by the Nationa Archives and
Records Adminigtration (NARA) means any information that is recorded in aform that only a
computer can process and that satisfies the definition of a Federal record per the Federa
Records Act. Atitsmost basic level, an eectronic record is:

a Documentary materid in any format or media (e.g., dat
disk) that is created or received in the course of activiii
contractor, and

document, compact
a DOE employee or

b. Warrants preservetion because of the vaue of

media and managed eectronically upe gréte conversation. Electronic
records, like their paper counterpart

eation through d iti fepred to as an eectronic recordkeeping system (ERKS). An

confidence for adequate and proper documentation of DOE’ s organization, functions, paolicies,
decisions, procedures, and essential transactions.

3. AUTHENTICATION. Electronic records must be authenticated for the record’s
trustworthiness (i.e., the record is legible, complete, and an accurate representation of work
performed). This processis accomplished by anindividua or individuals who are competent to
make that determination and certify or test to the vadidity, truthfulness, and accuracy of the
record.

11
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The authentication processis accomplished by manudly affixing ased, sgnature, initid, or an
electronic representation thereof (such as a user | D/Password combination, biometric
identification or digita signature), or other acceptable method of proof as to the genuineness,
vdidity, and religbility of the record.

Public key cryptography, which is used to implement digita signatures, is one of the principa
electronic sgnature technologies that agencies use when conducting business eectronicaly. A
Public Key Infrastructure (PKI) supports the application of digita S@hetures and is defined as
“aset of policies, processes, server platforms, software, and workStations used for the purpose
of adminigtering certificates and public-private key pairs, incl ability to issue, maintain,
and revoke public key certificates’. Moreinformation ignature Authentication
and Secured Transaction Action Records can be founghs '
mamit/palicy/pki.html.

SECURITY OF ELECTRONIC RECORDS“Ele iCre sinplace
to:

a Prevent unauthorized additi@ ion of arecord

b. Protect the records againgt p

C. Provide an audit trail for additio - or deletfon of records, and
retrievd activih

Maintain the integrity of redacted records and assure that redacted materid is
not accessible.

SELECTION AND MAINTENANCE OF ELECTRONIC STORAGE MEDIA.
Appropriate mediafor storing Department records throughout their life must meet the following
requirements.

a Permit essy retrieva in atimely fashion

12
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b.

C.

Facilitate distinction between record and nonrecord materia
Retain the records in a usable format until their authorized dispostion deate

Make provisions for destruction moratoria when records have met their retention period
to accommodete litigation and epidemiology freezes

If the media contains permanent records and does not meet
transferring permanent records as outlined in Chapter IX
permanent records at the time of transfer to amediu
requirements.

requirements for
migration of the
does mest the

Congder the following factors before sdlecti
one medium to ancther:

(1)  Theauthorized life of ther i Ng process;
)
©)
(4)
©)
(6)

diskettes, removable disks, or tapes by establishing or adopting procedures for externa
labding.

Ensure information is not lost because of changing technology or deterioration when
converting storage media to provide competibility with the Department’ s current
hardware and software. Before conversion to a different medium, determine that the
authorized disposition of the eectronic records can be implemented after conversion.

13
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Back up eectronic records on aregular basis to safeguard againgt the loss of
information due to eguipment mafunctions or human error. Duplicate copies of
permanent or unscheduled records must be maintained in storage areas separate from
the location of the records that have been copied.

Test magnetic computer tapes no more than six months prior to using them to store
electronic records that are unscheduled or scheduled for permanent retention. This test

Maintain storage and test areas for computer m ntaining permanent and
unscheduled records at the following temperat

and to discover and correct the

tape libraries with more
with ten or more errors

system title, and security classfication, if gpplicable.

ollowing information must be maintained for (but not necessarily

reel used to store permanent or unscheduled eectronic records: file
cregtion; date of coverage; the recording dengty; type of internd labels,
I number, if applicable; number of tracks, character code/software
dependency; information about block size; and reel sequence number, if thefileis part
of amulti-red set. For numeric datafiles, include record format and logica record
length, if applicable; data set name(s) and sequence, if gpplicable; and number of
records for each data set.

Prohibit smoking and esting in magnetic computer tape storage libraries and test
evauation areas that contain permanent or unscheduled records.

14
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6.

g.

I ssue written procedures for the care and handling of direct access storage mediawhich
draw upon the recommendetions of the manufacturers.

RETENTION AND DISPOSITION OF ELECTRONIC RECORDS.

a

Electronic records must be retained in a usable and easily retrievable format for the life
of the record.

ithout prior
e detailed information on the

Electronic records may not be deleted or otherwise di
disposition authority from NARA. See Chapter 111 f
disposition process.

Schedule disposition of eectronic records,
indexes, during the CPIC process, but ementation of

records disposition schedule.
Freedom of Information Act
royed according to the
if records destruction takes
iness. This defense will not

DOE isnot legally bound t@
(FOIA) or legd discovery act

requirements and policy regarding FOIA can be
archives.gov/foial. Note: Regardless of the

15
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CHAPTER III. RETENTION AND DISPOSITION OF ELECTRONIC RECORDS

INTRODUCTION. A records disposition schedule places a value on the information
contained within the records, the risk assessed in the event of loss, and is DOE’ s gpplication of
the laws and regulations governing records dispostion in the Federd government.

Concedment, remova, mutilation, obliteration, or destruction of records can subject employees
to crimind pendlties, including afine, up to 3 yearsin Federd prlson d disqudification from
government employment (18 U.S.C 2071). The Records Di n SChedule is DOE’ s toal
to avoid violating gpplicable laws and regulations, while permi ecords to be handled
according to their value and the risk assessed in the event re to follow ingtructions
in the disposition schedule can result in legd consequ

disposition. In order to make the record schedul
records management gpplication, DOE isdevelopi elarger aggregetes (i.e, big
buckets) that will replace the di These aggregates are being

developed using DOE'slines of b identified i erprise business mode and will
be cross-referenced to existing sched

W FileMaker Developer - [TRSverlrey (npv] =10 =
|+ Eile  Edit  wiew =l= x|

|JD_D'|IZS~/°ISGE-I I’-I‘EIII@@'?\IEH

=

A Total [l 14000 Science

Unsorted ) 15000 Envirenmen: tal

) 16000 waste Management

[ 20000  Administrative Management
= e —

utthis Data
100] o nell E5| Browse =1=1 E
For Haln mrace F1 e T

Figure 1. lllustration of DOE Taxonomy/Retention Schedule

16
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QFiIeMaker Developer - [TRSverlrevl Copy] - |EI ﬂ
|+] File Edit Miew Insert Format Records Scripts  Window Help _|ﬁ' ﬂ
DS &8V | ibel- B8 & I8 B
Browse =]
mckll 15000 Environmental
Lapout
|Tnpics 'I 15100 Administrative 15400 Monitoring 15700
. 15110 Planning Records/Plans 1540 Soil and Groundwater
L= 15120 Reports 15420  Air
+LP 15130 Logbooks 15430 Meteorological
—_—— 15140 Administrative Record File 15. Tank Monitoring
15150 Environmental/Project Case Files
Record:
|5
Total
12
Unszorted
15200 Regulatory Compliance 15500 Sampling and Analysis 15800
15240 Inspection/Assessment 415510 Sampling/Analysis Data
15220 Radioacti it 15520 Laboratory Sample Processing

s
15230 Waste Generator Shipping and
15240 Hational Environmental Policy Act
15250 Drinking Water and Safe Drinking
15260 Wells

15270 Audits and Investigations

15280 Cultural Resource

15300 Permits/Permitting 15600 Disposal/Cleanup 15900
15310 RCRAParts A& B 15610 Designation / Means of Disposal
15320 RCRA Permit Supporting 15620 Waste Disposal

15330 Waste Water Discharge, Air
15340 Permit Petitions/MWaivers

100] ol T Browse <] 4| 3|
Frr Helm rrezz F1 . AR ~

or Environmental Records

VE (ERA). TheERA has been developed by NARA and
dynamic means for preserving virtudly any kind of
dependence on any specific hardware or software. ERA will make
ves customers to find records they want and easy for the National
records in formats suited to customer's needs, Pre-accessioning

nto the ERA isaservice thet is offered that allows NARA to process
electronic recor@s early in thelife cycle before potentia loss of access and intellectua control
due to technological and program change. An added benefit to the Department is that long-
term preservation of the recordsisturned over to NARA.

3. RECORDS DISPOSITION. Records digposition refers to actions taken regarding records no
longer needed to conduct regular, current business. Title 44 U.S.C. 2901(5) defines records
dispogition as any activity with respect to:

17
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a Disposal of temporary records no longer needed for the conduct of business by
destruction or donation to an eligible person or organization outside of Federa custody
in accordance with the requirements of 36 CFR 1228,

b. Transfer of records to Federal agency storage facilities or records centers,

C. Trandfer to the Nationa Archives of the United States (NARA) records determined to
have sufficient historical or other value to warrant continu ation, or

d. Transfer of records from one Federd agency to any leral agency in
accordance with the requirements of 36 CFR 12

dispositioned
records
ion systems,

Disposition of documentary materia identified asa
according to the appropriate DOE records dispos
maintained in any eectronic format or system 4
word processing, spreadshesets, presentations,

RECORDS DISPOSITION SCHEDULE

Departimental records disposition schedules are available on the DOE web site at
http://cio.doe.gov/RBM anagement/Records/dissched.htm. The schedules are arranged

in three main categories, adminidrative, programmatic, and Ste-specific. Contact your
Program Records Officid, Records Liaison Officia, or Records Management Field
Officer for assstance in locating the appropriate schedule for your eectronic records.

e Records disposition schedules are based on the content or function of the records rather
than their format. For example, there is no specific schedule for record copies of word

18
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processing files. Theword processing file for a contract statement of work is covered
by a procurement schedule, while aword processing file for a performance evauation is
covered by apersonnd schedule.

f. DOE sflexible records disposition schedules are intended to be media-neutrd. This
means that asingle retention will apply to arecord, regardiess of whether itis
maintained in hard-copy, on a database, on the web, or on ashare drive. When
documentary materias exist in multiple formats, officesm mine which format

condtitutes the recordkeeping or “officia” copy and ap| ule retention to that
copy. All other copies become reference materias be ddleted when no longer
needed
5. SCHEDULING MAJOR ELECTRONIC INFO gor eectronic
information systems (EISs) are required to havethe ipogiti edules. This
gopliesto information systems supporting t
Energy, Environment, Science, and Generd Man hedules provide separate

dispositionsfor system components, including;

a Data Inputs. Data used to iCci ion system must be managed
according to the appropriate C iti atainputs can be

)yee works each week to a personnd management system. The
mekeeping system may cal for the hours-worked data to be kept for

b. Madgter File. The collection of datathat provides the current informationa content of the
EIS. Theinformation in the madter file is used to support the business function of the
EIS. Thedigpostion of the data reflects the business needs of the Department and is
defined in the records digposition schedule.

Some EIS magter files are appraised by NARA as permanent records and must be
transferred to NARA according to the time frame in the records disposition schedule.

19
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Permanent EIS data records should be transferred to NARA when significant events
occur in the EIS system development life cycle. These eventsinclude:

(@D} Magor verson changes
2 Conclusion of an update cycle

3 Replacement by anew system

4 Migration to another system
(5) System close-out or termination

Master files should be transferred to NA
inTitle 36 Code of Federal Reguldtiol

report on yearly contracting co8
would be covered by the sched

jni strator manuds, codebooks, data

ogfams used to control the computer and develop and run

plication programs. System software should be deleted when superseded by routine
OftWare program updates and a quality assurance check is completed, or when no
longerineeded. This appliesto system software for permanent records, as well as

ecords, because NARA requires system data to be transferred in software-
independent formats.

Contact your Program Records Officia, Records Liaison Officia, or Records Management
Field Officer for assistance in locating the appropriate schedule for your EIS.

20
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CHAPTER IV. ELECTRONIC RECORDS MANAGEMENT

1 INTRODUCTION

Electronic records management (ERM) is using automated techniques to manage records
regardless of format. Electronic records management is the broadest term that refersto
eectronically managing records on varied formats, be they e ectroni , microform, image,
etc. ERM isautomation of records management processes an es. Electronic
recordkeeping (ERK) is a subset ERM, because ERK focu ectronically managing
electronic records.

ERK isthe development of automated processes ap@geney usesto m
records. These automated processes support ngifonly the preservation of
record’ s content, but also its context and struétiréever time

An Electronic Recordkeeping System (ERKS) or Red
an information system that is desigiped to meet the Depart

anagement Application (RMA) is
pt's recordkeeping needs. At a

high level, NARA has defined an ER an electronic information system in which records
are collected, organized, and categorized {0 itate their prescrvietion, retrieva, use, and
disposition. From arecords perspectivepa KS ensuredhat the records it maintanswill

have sufficient authentigity and reliability t@meet dl of 1 goartment’ s recordkeeping needs.
Not al of the te QF Ianaging records dectronicaly will be implemented as
automated “ systemyilinctions sy Some functionalireljuirements may be implemented through non-
automated organi zatianakh | getices, grrecords management procedures. For example,

3 > d notice that'gpecific records are eigible for destruction or transfer,
to query the system for those records based on predefined

recordkesping ) integrated with systems that create records in a number of ways:

a Stand-aone — Electronic recordkeeping (ERK) does not directly interact with any other
electronic-record-generating applications. RM or other staff (not the record' s creator)
files dectronic records into the system.  In this Stuation, the records are usudly
collected by a centra organization who ether (1) converts the record to an eectronic
medium (such as paper to adigita image), or migrates the record from its digital format
to another digital format (e.g., Word format to PDF format) prior to incluson into the
recordkeeping system.

21
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b. Integration with desktop software applications — ERK isintegrated with various
desktop applications (e.g., word processing, e-mail, and spreadshest). Thistype of
integration usualy requires that the record creator actudly declare the status of the
record (e.g., record or nonrecord), categorize, and file the record. RM metadata is
automaticaly received from the record-generating application.

C. Integration with an EDMS — Record- creating-end usersinteract with an eectronic
document management system (EDMS) in the foreground, wihile the EDMS interacts
with an Electronic Recordkegping System (EKRS), whigh¥s running in the background.

Using this option requires that the EDM S have a defi ocess, flag, or busnessrule

will necessarily be implemented
or an dectronic

inan externai system in order to establish records management
case physicd trangport of the records from one system to another isn't

C. Implementing aFile Plan A File Plan isadefined and controlled hierarchical folder
structure that rel ates categories of records (i.e., contents of the folders) to a NARA-
approved records retention schedule.  Only authorized individuas are permitted to
create, add, edit, or delete the folder structure.

d. |dentifying and Filing Records. Users must be able to salect and place recordsin the

gppropriate file folder. Once a unique computer-generated record identifier is assgned
to arecord, the contents of the record are locked down and no modifications can be

22
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made to that record. In the event a modification is needed to the record, the record
must be resubmitted as a new version of the record. Metadata about the record must
be captured at the time the record isfiled.

e Filing Electronic Mail Messages. E-mail messages, incdluding attachments, must be filed
in the same manner as other eectronic records.

f. Storing Records. ERM must provide or interface with a repesitory for storing
electronic records that meets the security requirementsi 2, section 4.

s} Scheduling Records. ERM must provide the i meaticaly track the
disposition schedules of records and handle thr jtion ingtructions

(@) Time dispositions where records igi ispogti jately after
completion of afixed period

2 Event disposition where records ar i ition i iately after a
specified event takes place.

ERM provides faFViewi g, and printing list(s) of records
avaiety o

for destruction moratoria when records have met their retention period to accommodate
litigation and epidemiology freezes.

l. Access Control. ERM must provide capability to define groups of users and access
criteria
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m System Audits. ERM must provide an account of records capture, retrieva and
preservetion activities to assure the reliability and authenticity of arecord. Audit utilities
must provide arecord of transfer and destruction activities. Only authorized individuas
shdl be alowed to enable/disable the audit functions and to backup and remove audit
filesfrom the system.

n. System Management Requirements. Backup capability istypicaly provided by the
operating system or a Datebase Management System (DB ERM must provide the
capability to automatically create backup or redundant gépies of the records, aswell as
their metadata. The method used to backup el ectropi rds shal provide copies of
the data that can be stored off-line and & separ safeguard againgt loss
of records, metadata, and other records man ue to system failure,
operator errors, disaster, or willful destructi
cgpatiilities for the e ectronic records must be
monitored and appropriate actionst [

c record that ismaintained
INg Minimum reguirements:

ELECTRONIC RECORDKEEPING SYSTEMS (ERKS). An ERKS may aso be referred
to as an Electronic Records Management System (ERMS) or a Records Management
Application (RMA) and is an dectronic information system that has been designed to collect,
organize, and categorize its records/data to facilitate their preservation, retrieva, use, and

disposition.
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a ERKS Software. Software used as a records management gpplication for eectronic
recordkegping must conform to DOE STD-4001-2000, Design Criteria Standards for
Electronic Records Management Software Applications
(http://www.eh.doe.gov/techstds/standard/std4001/std400100.pdf. This standard is
based on DoD 5015.2- STD, Department of Defense Electronic Records Management
Software Application Design Criteria. There are anumber of software products that
have been certified as meeting the functiona requirements of DoD 5015.2 (see
http://jitc.fhu.disamil/recmgt/regigter.html). In the event t ed software has not
been DoD 5015.2 certified, the software must be certifigdagainst DOE STD-4001-
2000.

b. ERKS Functions. The primary management fumcti areto:
(@) Categorize and locate records,
2 Identify records that are due for
3 Automate dl the processes lons 3 and 4 above.

Examples of where use of a certified B ) ili agement include managing

records for desktop applications where » i i

recordkeeping copy; mantaining electro

purposes; and facil he transfer of e
and Records Adn
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CHAPTER V. ELECTRONIC INFORMATION SYSTEMS

INTRODUCTION. An dectronic information system (EIS) is the collection of technicd and
human resources that provide the storage, computing, distribution, and communication for the
information required by al or some part of the Department. An EIS automates programmatic
and adminigrative business functions and produces Federal records in the process.

RECORDS MANAGEMENT AND ELECTRONIC INFOR SYSTEMS

a System developers are responsible for:

(@) Ensuring incorporation of records m functionsinto the

the appropriate Program R
Records Liaison Officer in

e system, changing information in it, or ddeting information; and

nsuring the timely, authorized disposition of the record.

cluding the appropriate Program Records Officid, Records Liaison Officer,
or Field Records Officer in al phases of the systems development lifecycle.

3

4 Ensuring systems are not rolled over, decommissioned, or migrated without the
concurrence of the Program Records Officid, Field Records Officer, or
Departmental Records Officer.

b. The office with ownership of the system is responsible for:
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(@D} Ensuring the vdue of the system and its data has been evaluated and is
reflected in a NARA--approved records disposition schedule.

2 Coordinating the digposition of the system and its data with the gppropriate
Program Records Officid, Records Management Field Officer, or Records
Liaison Officer.

3 Ensuring a process and procedures arein placeto f the disposition
indructions in the NARA-approved records di Ion‘schedule.

C. The Program Records Officer isresponsible for revi proposed EIS to

determine:
(1)  Application of a NARA-approveg ispositi has been
properly applied to the syste o3 elopa
new schedule.

Processes and procedures are place to re the dispositions can be carried

tle. The systemslife cycde or sysems devel opment
ency processes for developing and implementing agency
if€ cycle, on the other hand, demands that agencies manage

managers and teams to consider at each phase of the SDLC.

a Concept Development:  The records management objective of concept development is
to get records aff involved in theinitid system design so records issues can be
identified and discussion can begin on records digposition schedules.

(@) Is this system replacing a paper-based system? If yes, are the paper records
dready scheduled? If yes, can the existing dispositions be used as the basis for
new dispogtions for the system?
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Isthis new system replacing an existing eectronic system? If yes, arethe
exising eectronic records already scheduled? If yes, can the existing
dispositions be used as the basis for new dispositions for the system? Has
migration of legacy data been addressed?

If the business process/workflow in question has been or will be redesigned
prior to system development, will the new business process account for a
change in the nature of the exigting records?

Has the records officer Sgned off as a stak nthe T Investment
Proposa summary?

Requirements Definition The records managément objecti hase ensure that

all records-rdlaed requirements have beg
system requirements document. To b
management requirements should be vaid

D
)
3

(4)

3

dentified and formally ented in the
plementedieffectively, the r
ol and neasurable.

Have dl records management requirenmefitSbeen incorporated into the system?
Are there any additiona irements based OR Brisiness needs?

How will the proposed récords digpe ps apd retention times impact the
recorasarelated requirements?’|s there adeCumented migration strategy that
[ 2 ntegrity andigontinued actess to records of long-term vaue?

eCords-related requiirements detailed in the system requirements
: perated ipto the records requirement section of your draft
eSiment proposal®

ients been vaidated and have clear measures been devel oped

Are dl identified records management requirements integrated into the system
desgn?

Has the draft records schedule for the system been findized and circulated for
interna clearances?

Has the records staff reviewed the draft schedule to ensure dl the identified
records-related requirements are covered?
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4 Have exigting records management service components been identified and
incorporated into the system design? Service components are available &t:
https://collab.core.gov/CommunityBrowser.aspxAd=1.

) Has the records officer sgned off as a stakeholder on the requirements of the
Prdiminary Design Document?

(6) Has the records officer been included in project &

vaidate the system meets the specific records m uirements identified in the
requirements definition stage, and that the syste

outlined in

management requirements are being met throughout the
ad Maintenance (O& M) phase.

stemn been modified or isit being used to support different business
2n origindly planned? If so, anew product plan or schedule may be

3

the system consistent with what was intended? For example, isthe system
maintaining more, less, or different data than intended? If yes, the records
schedule may need to be modified.

4 Are the records management issues reviewed with the records officer on a
regular basis?

(5) Has the records officer signed off on project review certification documents?
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f. System Retirement and Rallover: The records management objectives in this phase are
to ensure continued accountability for the records contained in the system being shut
down, and to ensure records are retained and kept accessible for the full retention
period.

(@D} Is the system being totally shut down or will some data migrate to a successor
sysem?

)

3

(4)

5.

Lptain a Capitd Planning and Investment Control
eeds, information, and information technology in an
flanner. Agenc:es’ CPIC processis requwedto build an

portfoligand budget wbmissions OMB and the Department have defined mgor IT
investments, including large infrastructure investments, as those that meet any of the
following criteria

(@D} Tota project cogt of $5 million or more (i.e., cumulative
Deve opment/M odernization/Enhancement (D/M/E) funding across al fisca
years (al past, current, and dl future) of the project
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(20  Anyinvesment with cumulaive steedy state or mixed lifecycle funding of $5
million or more across the Prior Y ear, the Current Y ear, and the Budget Y ear

(3) A financid system with an esimated investment cost of $500K or morein one
year

4 An interagency e-Government initiative or line of business where DOE isthe
lead agency and existing maor I T invesments tar for migrationto an e-
Government line of businessin FY 2006 or FY

) OMB directed portfolio IT investments (e
architecture)

cture and enterprise

(6) Requires specia management atte itsi to the agency
misson

(7 A0 igh rigk or high return

(8 ' agency programs, finances,

(FEA). Aspat of the initictive to
e that is citizen-centered and results-oriented,
OIMB) has developed a Federal Enterprise

Vice Component Reference Modd (SRM)
4 Data and Information Reference Model (DRM)
(5) Technicd Reference Modd (TRM)

C. FEA RECORDS MANAGEMENT PROFILE. The Nationd Archives and Records
Adminigration (NARA), in partnership with the OMB, has developed an FEA Records
Management Prafile to provide guidance on the application of records management
resources to enterprise-wide organizations. The FEA RM Profile can be used
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to (1) ensure that common and consistent records management procedures and
practices are built into agency work processes, enterprise architectures, information
systems, and CPIC processes, and (2) provide the framework for embedding common
and cons stent Records Management procedures and practices into agency business.

RM Resources TheFEA

OMB, 1SO, NARA Guidance, DOE
Disposition Schedules

RM Service Components (RMSC)

DoD 5015.2-STD
NARA GPEA Guidance
NARA Transfer Instruction:

of the TRM will help
standards, specifications,
ies needed to support

DoD 5015.2 Metadata Profile
ransfer of records between
RMSC applications. Enable
discovéry and access by agencies and
the public.

ormance Reference Model (PRM)
Agenciesidentify metrics and goals for
records management performance and
outcomes.

Records Management Through the FEA

"ERPRISE BUSINESS MODEL (EBM). In support of the FEA effort,
DOE has@evel oped an Enterprise Busness Modd (EBM) which followsitsfive Lines
of Bugifiess (LOB): 1) Defense, 2) Energy, 3) Science, 4) Environment, and 5) Genera
Management. The last, Generd Management L OB, cuts across the other four DOE
Missonrelated LOB's. The Generd Management LOB is further broken down into
15 functions, one of which, Information and Technology Management, includes Records
Management as one of its sub-functions. Records Management cuts across dl five of
DOE'sLOB’s. Thisredignment will dlow DOE to more effectively support e-
Government initidives, as well as minimize duplication of efforts. .
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CHAPTER VI. ELECTRONIC MAIL RECORDS

INTRODUCTION.

Electronic Mail (e-mail) systems provide an excellent example of the dichotomy between the
benefits of electronic records versus the burden associated with ronic records
management practices. Through technologica innovation, an cation origindly desgned asa
smple, dectronic means of text communication between son closed internd

networks evolved into a globally-connected tool essenti commercia business.
Today, with the exception of large Departmenta inf i electronic records
(e.g., documents, spreadshesets, presentations, et through, and
gtored in the e-mail sysem. However, that v mission
unless the information is organized for effici . Ser e-mal

folders aren’t avalable to others and they arerarely s0 that others can easily locate or
access required information.

itting or recaiving an e-mall is respongble for filing the messagein
A recordkeeping system.  If the message provides documentation of a

MAINTENANCE AND USE OF EEMAILS

a E-mail systems must provide users with the capakiility to organize their messagesin
folder-based structures and to maintain or “archive’ messages on persond network
drives or local hard drives. Because they are not available to others with the potential
need to access the records, these persona e-mail folders may not be used to maintain
records for their full life cycle, unless the record has a retention period of 180 days or
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4.

less. Upon determination that ane-mail message is a DOE record and has aretention
lifecyde of more than 180 days, it must be moved to the organization’'s recordkeeping

system.

Aswith paper correspondence, e-mail messages must be managed using best records
management practices. In the case of e-mail, thisindudes using as full and complete a
description as practica in the message subject line (for example, avoid writing inthe

reference or archiva assstance).

E-mail messages and their corresponding attach iled together in the
recordkeeping system. If thisisnot possible, achments must be
cross-referenced in a paper recordkespin [ [ ic recordkeeping

sysems.

To meet Federd regulations, enhance retr be
understood in their proper context, the foll etadata must be captured for each e-
mail record, including thosethal ' ard copy recordkesping system:

1)
)
(3) f on lig, include the names of al the members of the

E-mall & with caendars and/or task lists mesting the definition of a Federd
record &re to be managed in accordance to DOE Adminigrative Schedule 23, item 5,
Schedule of Daly Activities.

DISPOSITION OF E-MAIL RECORDS.

E-mails of short-term (180 days or less) interest, with minima or no documentary or
evidentia vaue, may remain in the user’ s persond e-mail folders until they are purged
udng the auto-del ete fegture of the e-mail system. If the system auto-delete featureis
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not activated, users must manualy delete the records when they are no longer needed.
See DOE Adminigrative Schedule 23, item 7, Trangtory Files, for examples of
common records of thistype. In order to avoid the accumulation of large volumes of
datawith minimal vaue, it is strongly recommended that the auto-delete fegture of the e-
mail system be used. Electronic records that are kept too long can create lidhilitiesin
regard to litigation discovery, FOIA, and the Privacy Act.

E-mailswith aNARA approved retention period of longer than 180 days must be
moved to the organization’ s recordkeegping system upong@ompl etfon of the record.

Certain types of DOE records have been determin A to have sufficient

historica or other vaue to warrant continued ederd government.

Records Digposition Schedules provide infg

permanent.

(@D} E-mail messages covered by ape 2EC0 chedule must
be maintained in a manner that dla e eventua trandfer of the records to
NARA.

2 Permanent e-mail c recordkeeping system

must be transferred to hiag to the ipstructions found in “Expanding

an any information documenting DOE actions
deleted as soon as they are no longer needed.

36



DOE M XXX.X-X

DRAFT 08-28-06
CHAPTER VII. WEB RECORDS
1 INTRODUCTION. There aretwo categories of web records that must be managed
according to DOE and the Nationa Archives and Records Adminigtration (NARA) policies and
regulations

a Web Content Records. Information presented on DOE | intranets, virtua
private networks, portals, and classified web sites, incl :

(@D} The content pages that compose the Site, i HTML markup.
2 Records generated when auser in

3 Ligs of the URLs refer
document the Ste thisway.

hat provide structure related to the ste that include:

Site maps that show the directory structure into which content pages are
organized, and

(b) COTS software configuration files used to operate the site and establish
itslook and fed, including server environment configuration
specifications.
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2. CREATION AND RECEIPT.

a Determining Record Status.

D

2

3

(4)

It isthe respongility of the web content owner to determine if documentary
materias posted on a DOE web site are records.

It isthe respongbility of the webmagtersto neif web content

management and operational materials are

The source code associated with the ili esisarecord that
must be maintained in accordan rds Disposition
Schedule.

To help determine which web st ] iti to determine
how information isused. Generdly, 1

@ Provide infol

(b) . or contractors

3

Content isthe HTML-encoded page, additiona content file reference in the
page or content created by end users interacting with the web site or portd.

Context refers to the administrative and technica records necessary for or
produced as part of the management of the web Sites.

Structure isasite map indicating the arrangement of the web site's content
pages and its software configuration files.
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b. Due to the large volume and complexity of web records, NARA recommends the
application of risk management concepts to the ongoing maintenance of web records.
In this modd, high risk web stes receive a commensurately higher level of records
management effort than low risk web stes. NARA provides extensve indructions on
conducting risk management eva uations of web records in the January 2005 edition of
“NARA Guidance on Managing Web Records.” http://www.archives.gov/records-
mgmi/initiatives'erm- guidance.html

4. DISPOSITION

a The web content owner is responsible for ensuri ntent records are

disposed of according to the appropriate sch

b. The webmasters are responsible for operations
records are disposed of according t [

C. Applying Schedules.

(@) Web records must Beles 1 the length of time required by
the DOE Records Disp@ 0 riate schedule for aweb

record is determined b % i ent, not the mediain which it

was distributed.
vaue to warrant continued preservation by the
ecords Disposition Schedules provide information on which

records covered by a permanent records disposition schedule
antained in amanner that alows for the eventud trandfer of the

ained (see Chapter 3, Section 3.5 of the NARA guidance document
feferenced in Section 3.b above for details).

2 Permanent web records must be transferred to NARA according to the
ingructions found in “Expanding Acceptable Trandfer Requirements. Transfer
Indructions for Permanent Electronic Records Web Content Records.” See
Chapter 111, Permanent Electronic Records Requirements, of this manud for a
summary of transfer requirements for web records.
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CHAPTER VIII. VITAL RECORDS

1 INTRODUCTION.

Vita records are those emergency operating records and legd and financid rights records
required during and after an emergency or as part of the recovery from disaster.

orders of succession, delegations of authority, saffin nments, selected program
records, and related policy and procedural record

b. Examples of legd and financid rights record \vable records,
socia security records, payroll records, retifement i ce records.

C. Vitd records may dso include Elects® formatiomSystems (EIS) o onsof an
EI'S needed to carry out operations and enstif@llegafend financia rightsuring and after
an emergency.

d. Consult 36 CFR 1236: Mané at of Vital Record
http://mwww.archives.gov/about part-1236.htmlfor further information.

2. VITAL RECORDS PROGRAM. Each®
records program thaine >

Oevelop and implement avita

g, protecting, @entrolling access to, and ensuring availability of
records andinie sysems that:

he organization will operate in case of an emergency and how it
defense associated with disasters and attacks,

e continued operations and missions delivery of the
on both during and after an emergency or disagter; and

Are egsentia to the preservation of the legd rights and interests of the
ernment and its aitizens.

b. Procedures for ng records required to support critica activities the organization
performs when operating under abnormal business conditions and/or in alocation other
than the norma place of business.

C. Plans or procedures for establishing and maintaining a vita records inventory that
identifies:

(@) Requirements for proper labding and handling of vita records,
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Security precautions,
Frequency of updates,
Media, hardware, software, and supporting service needs, and

Provisons for access from remote locations.

ds by:
Series or system title,
Description,

Type,

e@maintained in amedium that is most vigble for readability and
t-attack conditions, including the appropriate hardware and software
to access the records.

ronic records must be evaluated and stored as necessary regarding
volume, frequency of update; dectricity, computers, and software support
services available to support records access and use; and accessibility from
remote locations via virtud private networks or compact disks.

Storage/backup protection methods must be sdlected based on evauation of
the effectiveness of the protection; cost; degree of risk for potertid loss,
physical susceptibility to destruction; and need for specid environmenta
conditions for trangport, storage, and update.
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(5) Ability to retrieve records quickly during an emergency or disaster

h. It isimperative that vital records be regppraised continudly and reviewed at least
annually to ensure that changing conditions are addressed and that records are up-to-
date and immediately accessible.

I. A plan must be devel oped and maintained to recover records that are damaged in an
emergency disaster, regardless of media Thisplan must i the priorities for
restoring or recovering multiple damaged systems and t ions for recovery and
replacement. This plan must dso include aresource i ocdl disaster recovery firms
that can easily assst in restoration and employm: and vital records
inventories, which must be maintained a multi to facilitate their use.

B NARA'’s“Vitd Records and Records Dj
Ingtructiond Guide’ can befound at
records

3. STORAGE CONSIDERATION

a Locations. Locations where Vite
operations centers (EOCs), col 4
adequate protection and ee iproved risk leve fire protection

wfor timely access. Classified and unclassified records
dance with DOE O 471.1A, Identification and Protection of

0s stored in the separate locations should be deleted when obsolete or
eplaced with an updated revision.

copies of vita
superseded and

5. REFERENCES. Additiona information on emergency operations records can be found at:

a DOE O 151.1B, Comprehensive Emergency Management System, dated 10-29-03
(directives online at www.directives.doe.gov).

b. DOE N 150.1, Continuity of Operations, dated 1-14-05.
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DOE G 151.1, Emergency Management Guide, dated 8-21-97.
DOE O 243.2, Vital Records, dated 2-2-06
DOE O 420.1A, Facility Safety, dated 5-20-02.

36 CFR 1236, which prescribes policies and procedures for establishing a program for
the identification and protection of vital records needed for cortinuity of Agency
operations before, during, and after emergencies and n otect the legal and
financid rights of the Government and persons affect Government activities

(www.gpoaccess.gov/index.html).
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CHAPTER IX. PERMANENT ELECTRONIC RECORDS

1 INTRODUCTION. Permanent records are DOE documentary materials that are determined
by the Nationa Archives and Records Adminigration (NARA) to have sufficient historical or
other vaue to warrant their continued preservation by the Government. Such records document
the Department’s origins, organization, functions, significant transactions, and activities with
significant research or reference value.

's Electronic Records
for preserving

DOE permanent records must comply with the objectives of
Archives (ERA) which isacomprehensive, sysematic, an
virtudly any kind of ectronic record, free from d
software. ERA will make it easy for NARA cugto
the NARA to deliver those records in formats sui
on the ERA can be found at http://www.archi

With afew exceptions, permanent Federa records
NARA takes ownership of the recqrds and becomesr ible for thair archival preservation
and for making the records available

Examples of permanent DOE records|

Directives

individyals, groups, organizations, and governmenta bodies despite the passage of time;
b. Provide evidence of sgnificant policy formulation and business processes of DOE;
C. Provide evidence of DOE's conduct of foreign relations and nationd defense;

d. Provide evidence of DOE organization, ddliberations, decisons, and actions relating to
magjor socid, economic, energy, and environmenta issues,
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e. Provide evidence of the significant effects of DOE programs and actions on individuas,
communities, and the naturd and manmade environment;

f. Contribute substantialy to knowledge and understanding of the people and communities
of our nation

SELECTION AND MAINTENANCE OF STORAGE MEDIA. Permanent eectronic
records managed by DOE offices must be stored and maintained ol iamesting the
requirements found in Title 36 Code of Federal Requlations (C Subpart C[36 CFR
1234.30]. Thisregulation provides guidance on:

a Sdlecting gppropriate media and systems for mai i iC records.

b. Ensuring that electronic records are not |gst"and that the authoriz itions can be
implemented after conversion to a neasierage medium or system.

C. Standards for maintaining magnetic comp gpesS’and direct access storage media

d. Ensuring that eectronic Sto
in ausable format until their &

ge media and syste
zed disposition da

e capable of retaining the records

PRE-ACCESSIONING ELECTRON QRD Sy, Pre-astessioning takes place when an
organization transfers aeopy of its e ectrofic gécords to A while retaining the lega custody
and control over agéesstaitSiecords. The Afganization rétains ownership of the records and
must respond e s like Freedom of Information requests until lega custody is

conveyed to NAR &-accessioning of

yrds alows NARA to ensure the long-term

preservation of permanest gle ieskecords,and helps the organization mitigate the possbility

of pg i pent el ectromierecords. Information on the pre-accessoning
[ [ : \v.archives.gov/research/el ectroni c- records/info-for-

ELECTRONIC RECORDS. The office with ownership of
ecords should coordinate with the following components to ensure the

Records Officia (PRO)
b. DOE Records Management Program
C. Information technology support staff

d. NARA Center for Electronic Records (CER)
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€.

Higtory Divison (ME-75)

6. ACCEPTABLE MEDIA AND FORMATS FOR TRANSFERRING RECORDS.

a

Media. NARA accepts different media for transferring records, athough it is often
easest and best for organizations to transfer their records on Compact-Disk, Read
Only Memory (CD-ROM). Other acceptable media are magnetic tape and tape
cartridges, such as Digital Linear Tape (DLT). File TransfegRrotocol (FTP) may adso
be used.

Format. The format depends upon the type of r ransferred. Generdly,

they are:
1)

Digital photographic records — NARA prefers Tagged Image File Format
(TIFF) or the highest resolution, uncompressed or modified raw file format the
camera can produce. File Interchange Format (JFIF, JPEG) is also acceptable.
More information on transferring digital photographic records can be found at
http://www.archives.gov/records- mgmt/initiatives/digital- photo- records.html

(6) Web records — NARA accepts Hypertext Markup Language (HTML) and
other formats such as TIFF or PDF that either are embedded in the HTML or
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referenced by it. http://www.archives.gov/records-mgmt/initiativesiweb-
content-records.html

) E-Mail records http://www.archives.gov/records- mgmt/initiatives'email-
attachmentshtml

7. PREPARING EL ECTRONIC RECORDS FOR TRANSFER TO NARA. Background
information should be collected before beginning the transfer pr follows:

a Review the appropriate records digposition schedule f ormation on how and when
the records are to be transferred.

(@D} Review the NARA requirements for, i ement at Title 36

)

bein theform of publications, administrative reports, user notes,
e descriptions, Privacy Act notices, or manua or automeated data
ARA prefers the documentation in eectronic format, but if that is

e.  Complete the following documents:

(@D} Standard Form 258 (SF 258), “ Agreement to Transfer Records to the Nationd
Archivesof the United States’

2 Nationa Archives Form 14097, “Technica Description for Transfer of
Electronic Records to the National Archives.”
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3 Prepare aligt of files corresponding with what is contained on the transfer
media (e.g., tapes, cartridges, disks).

f.  Digribute the completed paperwork as follows:

(@) Original and one copy of the SF 258, NA 14097, and thefilelist to the DOE
Records Officer (IM-11) for sgnature. The DOE Records Officer will forward
the origina SF 258 package to NARA and retain t

2 One copy of the SF 258, NA 14097, and the ist to the appropriate PRO.

3 Retain one copy of the complete SF 258 age,

of the Sgned SF 258 to the records ) stodian will
make arrangements for the records to be

h. Complete information abo erring records can be found at:
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CHAPTER X. IMAGING SYSTEMS

INTRODUCTION

Digital imaging is defined as the ability to capture, Sore, retrieve, display, process and
communicate or disseminate records eectronicaly usng a variety ofshardware and software
components. Digita imaging technology continues to change at but with the
proper planning and controls, organizations can significantly e its business operations

BACKGROUND

Imaging is a process by which a document (

definition of the image expressed by i or as dotes per square inch
(dpi) for prints).

b. Images must be able to be used for the purposes the origina records served.

C. Procedures must be created and audit trails provided to serve as arecord that the
images were created properly and vaidated.
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d. A migration plan must be developed to ensure that the information in the images can be
accessed throughout the entire retention period of the records. NARA must approve

retention periods.

e. Theimaging system must meet the requirements for security as outlined in Chapter 11,
section 4 of this Manud.

e For new or proposed imaging systems, a cost- benefit and uld be completed

before choosing to implement any imaging system.

3. DISPOSITION OF RECORD IMAGES

a Temporary Records. .

(@) Imaged copies of records ar
rescheduled if the nature and con ini to the
description in the schedule.

and the paper copies may not be disposed of
e records is gpproved. The schedule should

en paper records that are scheduled as permanent are imaged,
ust also be scheduled. The organization must not dispose of the paper

4, FACTORS TO CONSIDER. There are advantages to instituting imaging systems, such as
increased storage capability, dimination of “out-of-file’ problems, shortened retrieva times,
improved retrieva by multiple users, and ease of information dissemination.

There are also disadvantages such as expensive hardware and resource-intengveindexing
requirements, as well as rapid technological changes that require frequent upgrades of hardware
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and software. Migration and conversion of records in imaged format may aso be needed to
protection the information in records not eligible for digposd.
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ATTACHMENT 1. DOE DEPARTMENTAL ELEMENTS, AND BY
AGREEMENT, THE NATIONAL NUCLEAR SECURITY ADMINISTRATION,
TO WHICH DOE M XXX.X-X ISAPPLICABLE!

Office of the Secretary
Office of the Chief Information Officer

Office of Civilian Radioactive Waste Management
Office of Congressiond and Intergovernmenta Affairs
Office of Counterintelligence

Departmental Representative to the Defense Nuclear Facilities B
Office of Economic Impact and Diversity

Office of Electricity Ddivery and Energy Religbility
Office of Energy Efficiency and Renewable Energy
Energy Information Adminisiration
Office of Environment, Safety and Hedlth
Office of Environmental Management
Office of Fossl Energy
Office of General Counsdl
Office of Hearings and Appea

Office of Security
Office of Security and Sarety Performance Assurance

Office of Legacy Management

YField entities should not to be listed unless there are special circumstances necessitating their inclusion.
Applicability to afield entity is assumed when its lead program Secretarial Officer organizationislisted.
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Bonneville Power Adminigiratior?
Southeastern Power Adminigtration
Southwestern Power Adminigtration
Western Area Power Administration

2All Manuals should address whether the Bonneville Power Administration (BPA) and other organizational elements
are covered. BPA iscurrently exempt from anumber of DOE directives. However, for any directiveissued after
September 27, 2002, including new directives and revisions of existing directives, the Department may reevaluate
whether BPA should be covered. Accordingly, any new or revised Manual should specify whether or not BPA is
covered.
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ATTACHMENT 2 - CONTRACTOR REQUIREMENTSDOCUMENT

This Contractor Requirements Document (CRD) establishes the requirements for Department of Energy
(DOE) contractors, including National Nuclear Security Administration (NNSA) contractors, who

cregte, use, maintain, receive, disseminate, or dispose of DOE eectronic records in connection with the
performance of DOE-funded tasks of activities. Contractors must comply v
requirements.

Regardless of the performer of the work, the contractor is respong
requirements of this CRD. The contractor is responsible for flgwi irements of this CRD
to subcontractors at any tier to the extent necessary to en [
requirements.

In addition to the CRD in DOE O 241.1, Records Manag
Contracting Officer, the contractor must do the following:

1 GENERAL REQUIREMENTS.

a 2 ‘ A or program for the

fequate training is provided for users of eectronic mail sysemson
recordkeeping requirements, the distinction between Federa records and nonrecord
materials, procedures for designating Federd records, and moving or copying records
for inclusion in the contractor’ s recordkeeping system.
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Ensure that adequate training is provided for users of dectronic information sysemsin
the operation, care, and handling of the equipment, software, and media used in the
sysem.

Devel oping and maintaining up-to-date documentation about al eectronic information
systemsthat is adequate to: Specify dl technical characteristics necessary for reading or
processing the records; identify al defined inputs and outputs of the system; define the
contents of the files and records; determine restrictions on and use; understand
the purpose(s) and function(s) of the system; describe e cycles or conditions and
roles for adding information to the system, changing.i joninit, or deeting
information; and ensure the timely authorized di

Specifying the location, manner, and medi
maintained to meet operationa and archi i 1 inventories of
electronic information systemsto faai ispogiti

Specifying the methods of implementing co
sengtive, proprietary, and R and used eectronically.

standards and policies as part ofy C i ired by 44 U.S.C. 3506.
Implement a records management M in Ce ance with requirements for
managing 100 dl formats, indlliding early capture and control throughout their life
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